‘ SECURITY
\ SYSTEMS

OFFICIAL COURSE OUTLINE

B . RESOURCE Cartifled Professional .
Ethical Hacker.. mile

BENEFITS OF THIS COURSE C)

INTERNATIONAL

‘ LIMITED

COURSE OVERVIEW

The PEH is the most comprehensive
5-day Ethical Hacking course there
is. Intense Cohesive, Multifaceted
and Easy to follow. For every subject
in the PEH course, the theoretical
and technical knowledge is explain
to the delegates and important case
studies and examples to highlight its
significance, then demonstrated by
the instructor followed by labs to
cement their understanding of these
security issues.
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From the start, the course
spends little time on lengthy
introductions and instead
spends the first day on the
technical background of
Information security,
complete with labs and
demonstrations in order for
the delegates to
understand the rest of the
course.

The Second day will
follow a complete attack
on an network from
information gathering all
the way to covering their
tracks and slipping
away.

The Third day will cover
the majority of avenues
of attacks, such as
buffer overflows and
malware enabling the
Delegates to fully
understand and
appreciate the attack
surface area of their
systems.

The forth Day focuses on
Web Vulnerabilities, our
course follows closely
developments by OWASP
and the web community
details them enough to have
an understanding of the major
failures in websites.

The Final day of the course
delegates will be introduced to the

latest attack surface area on an
organization's System, mobile and
wireless devices. In many cases
mobile devices act as a covert channel,

a medium to transfer more malware, and
most importantly itis often the weakest link
inthe chain.
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SECURITY FUNDAMENTALS
t Introduction - Current state of Information Security
t Information Security Fundamentals

t Access Controls
I Operating Systems Access Control

o Unix
o OSX
o Windows
| Hardware Access Control

I Middleware Access Control

t Protocols

I TCP/IP Introduction

I ARP

I ICMP

|  TCP/UDP

| Application Layer Protocols
S

o SSH
o SNMP
o SMTP

t Attack and Defense on the Network
I Vulnerabilities in Networks
I Defense against attacks
o Configuration & patch management
o Firewalls
o IDS

t Cryptography
I Symmetric Cryptography
I Asymmetric Cryptography
I One Way Functions
I Security Protocols
| Public Key Infrastructure
I Cryptographic Vulnerabilities and attacks

t The Economics, Law and Terrorism in Information

Security

I Incentives & Motivations in Security

I Weakestlink Vs. Sum of Effort security

| Differences in Data Protection between US and Europe
I Lock-in and the price of information

I Information Security and the Law

Hacking Life Cycle

t Reconnaissance
| Foot-printing
I Social Engineering

t Scanning
| Live Systems Scan
| PortScan
I  Service Scan
| Enumeration

t GainingAccess
I Client Side Attacks
| ExoticAttacks
I Physical Access Attacks
I Exploit Frameworks
t Maintaining Access
I BackDoors
o Bind/Reverse Shell

t
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| T Security Training

o Meterpreter

Covering Tracks
| Counter Forensics
| EvadingAuditLogs

Hacking Attack Vectors

t

Malware

I Trojan Horses
| BackDoors
| Rootkits

| Viruses

I Worms

Stack Overflow
Heap OverfloW

Buffer Overflows

|

|

| Buffer Overflow Counter Measures

Password Cracking Attacks
Denial Of Service

IDS Evasion
Eavesdropping
Man-in-the-Middle Attacks
VOIP

Session Hijacking

Hacking on the Web

t

Attacks Against Web-Servers
I Web-server Operation

I Flawsin Web-servers

I Web Enterprise Architecture

I Web Sub-Components

Attacks Against Web-Sites

I Authentication Mechanisms

I Verbose Error Messages

I Information Gathering on Web Mark-up
I Cross Site Scripting

I Session handling Errors

I Web Site Structure Discovery

| Parameter Manipulation

I Directory Traversal

Attacks Against Web-Applications
I Web-Application Reconnaissance
I Application Fuzzing

I Injection Attacks SQL Injection

I CGlInjection

I LDAP Injection

I XML Injection

I CRLF Attacks

SQL Injection

Attacks Against Databases
I
I SQL Password Brute Forcing

Hacking Mobile Devices

t

GSM
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| Evesdroppingin GSM
I TIMSI Catchers

t GPS
I GPS Fundamentals
I GPSJamming
I WarDriving
I Hacking GPS Firm-ware
I GPS Diagnostics

t  WiFi
I Wifi Protocols 802.11x
o EP
o  WPA
o LEAP
WiFi Weaknesses
o DOSAttacks

o Evesdropping
o Protocol Weaknesses WEP, WPA, LEAP
o RogueAP
o Hidden Node Problem
t RFID

I RFID Systems
I  RFIDAttacks
o RFID Collisions

t Bluetooth
| Bluetooth Attacks
o Man-in-the-Middle
o Blue-Spam
o Blue-jacking
I Weakness in Bluetooth Authentication

t Mobile Devices Mobile Platforms
I  PalmOS

I iPhone OS X

I Windows Mobile
I Symbian

I Linux

I Android

| BlackBerry

t Attack Surface Area Infrared
I  USB

I Wireless

| Bluetooth MMS

I  SMS

I Applications

t BlackBerry Attacks
t PDAAttacks
t iPhonel/iPod Attacks

t Attacks using USB Devices
| Dumping RAM using Cold BootAttacks
| Escalation of Privileges
I Keyboard logging
| Malware
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